Phase 1:
Gap Analysis
Readiness
Assessment

- Existing Information
Security Management
Program is assessed
against 1ISO 27001
strategic, tactical, and

- Existing Program is
assessed for “re-usability”
to prevent “re-inventing
the wheel”

- Going Forward Strategy
is Formulated

Phase 1 Deliverables:
- 1SO 27001 Section
4-8 Assessment Tool
(reusable internally)
- Annex A
(1SO 27002)
Assessment Tool
(reusable internally)
- Written Gap
Analysis Report
-ISMS Framework
with Gaps Listed
- ISMS Program
Scope Structure

Orange Parachute’s Proven Process~

Phase 2:
PLAN

- ISMS Framework

Developed

- ISMS Program Scope

Developed

- Risk Scope Developed
operational requirements - Risk Scale Developed

- Statement of
Applicability (SoA)
Drafted

Phase 2 Deliverables:

- Developed,
documented, and
socialized ISMS
Framework
- Developed,
documented, and
socialized ISMS
Program Scope
- Developed and
documented Risk
Scope and Risk Scale
- Risk Dashboard

>

Phase 3:
DO

- Standards
(What to Do)
- Processes
(How to Do It)
- Schedules
(When to Do It)
- Roles
(Who Does It)

- Program Level Risk
Assessment
Methodology
(Why Do It)

- Domain Definition
(Where to Do It)

Phase 3 Deliverables:
- Program Directives
(What to Do)

- Program
Methodologies
(How to Do It)

- Program Activities
(When to Do It)
- Role Definitions
(Who Does It)

- Program Level Risk
Assessment
Methodology
(Why Do It)

- Measurable Metrics
on the What, How,
When, Who, and Why
- Operational Level
Domain Definition
(Where to Do It)

- Operational Level

Supporting Collateral

-

Phase 4:
CHECK

- Monitor & Measure
(Visibility & Metrics)
- Execute Monitoring
& Reviewing
Procedures
- Management
Review Meetings
- Review Risk
Assessment
- Internal ISMS Audit

Phase 4 Deliverables:
- Control Assessment
Tool
(reusable internally)
- Domain Metrics
Dashboard
- Defined, documented,
and socialized
Operational Level
Control Assessment
- Reporting Channels &
Forums

Phase 5:
ACT

- Implement
Identified ISMS
Improvements
- Corrective &

Preventive Action
Planning
- Management
Reporting

Phase 5 Deliverables:

- Aggregating
Information & Extracting
Actionable Intelligence
- Corrective Action
Report
- Preventive Action
Report

1SO 27001 Certification or
Conformance

Some of the Benefits of ISMS
and ISO 27001

- Enhances Infosec interoperability and
trust both internally and externally
- The mechanism to manage a flexible
& extensible Infosec Program
- Proactive vs. Reactive Security
Management
- Time Based Assurance
- Process Definition & Metrics
- Legal & Regulatory Compliance
Umbrella
- Provides a vehicle to document due
diligence
- Provides the forum for informed-
choice decision making
- Consistent Third-Party GRC
- Provides Defensibility
- Creates Market Differentiation

Please Note: Much of what you see here in
deliverables may already exist in your
organization. It is important to understand
that this often becomes an exercise in
packaging effectively. We’re not here to
“re-invent the wheel”, rather, we’re here to
help you package your program to create
an efficient, effective, and usable ISMS.

Helping clients develop more efficient, effective, and usable information security programs,
resulting in increased program visibility, informed choice decision making, speed to compliance,
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and conformance or certification to an international standard (1ISO 27001).

Email: info@orangeparachute.com
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